
Knowledge-graph Embedding and Self Supervised Learning for
Digital Forensics Analysis in Cyber-Physical Systems

Summary

It is highly required to collect the scattered data from different sources and correlate and consolidate them
to arrive at critical conclusions when cyber incidents are investigated in cyber-physical systems. In this PhD
research, the main aim is to induce knowledge graphs from the digital forensic artifacts obtained from various
system components, adapt knowledge-graph embedding approaches for the data and apply machine learning
for downstream tasks. This research would consider using self-supervising approaches to obtain the optimal
knowledge from the unlabeled data. Additionally, time and user embedding techniques would be incorporated into
the knowledge-graph representations.
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Description

Representation learning explores the unlabeled data and maps them to low-dimensional vectors in an embedding
space [1]. Various downstream machine learning tasks (e.g., supervised, unsupervised) can be applied effectively in
this new space. The advances in such embedding approaches have been complemented by self-supervising methods
that have started a new era regarding optimal learning from unlabeled data. This is vital progress for areas where
finding labeled data is very problematic due to enormous data, lack of expert resources, and privacy concerns.
On the other side, knowledge-graphs store the knowledge base in the form of entities and their semantic relations
[2]. A similar embedding idea has been applied to these datasets to utilize them for machine learning tasks [3]. These
tasks may enable us to predict the entities and relations which have not been identified in the original knowledge
graphs so that new knowledge can be created. It is possible to embed time information to the knowledge graphs and,
thus, their representation in the embedding space to handle dynamic knowledge bases that evolve in time [4]. If the
source data could be mapped to users, then incorporating the user into this space is possible by using some user
embedding approaches, which have been demonstrated especially in social media applications [5].
Cyber-physical systems take more role in connecting the physical and cyber spaces. The data obtained about a
physical phenomenon is transferred to various other sub-systems, creating a huge number of interactions and infor-
mation flows that are difficult to track. In case of an incident, let it be physical or cyber (e.g., a crash of a self-driving
car or its compromise by a cyber attack), the data artifacts residing in end devices, edges/hubs/gateways, or central
databases/clouds are valuable sources for digital forensic investigations. However, the data is highly distributed on
heterogeneous system components with various hardware and OS types. It is important to collect the scattered data
from different sources, correlate and consolidate them for arriving at critical conclusions when cyber incidents are
investigated. The notion of knowledge-graph could be instrumental to do such consolidation in digital forensic inves-
tigations by identifying and enhancing the semantic relations between various artifacts. It is important to note that
digital forensics is one of the problem domains in which labeled data is so scarce and very difficult to obtain. This is
the main reason for the relatively low adaptation of machine learning to this problem domain.
In our research, we have already created ontologies and web semantic frameworks for digital forensic analysis. In
one case study, we created a framework that correlates artifacts obtained from volatile and non-volatile memories of
a device. In the second one, we focused on collecting artifacts from different devices in an IoT environment.
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In this Ph.D. research, the main aim is to adapt knowledge-graph embedding approaches for mapping the digital
forensic data to embedding space and apply machine learning for downstream tasks. As labeled data in the digital
forensic domain is so scarce, this research would consider using self- supervising approaches to obtain the optimal
knowledge from the unlabeled data.
Time and user information are critical in digital forensic investigations. Although it is possible to identify such infor-
mation in some data sources, it may be missing or inaccurate in some situations. This research will investigate how
time and user embedding techniques would be incorporated into the knowledge-graph representations and how the
resulting vectors embedding space could be utilized for machine learning tasks requiring time- and user-based per-
spectives.
The Ph.D. candidate is expected to address relevant research questions that can be derived from real-world digital
forensics problems.

Support for Teaching and Supervising Activities
The candidate will take part in developing courses regarding mobile and IoT forensics and supervising M.Sc./B.Sc.
level theses in similar topics.

Candidate’s Background and Knowledge
This position requires a solid background in machine learning or web semantic and familiarity with digital forensics
concepts.
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